NudopmanuoHHas namMaTKa AJs1 00y4aroumuxcs JJ1s pa3MelleHust Ha
o(puuMAJIbLHBIX HHTEPHET-pPecypcax.

C Ka>XIbIM I'OJJOM MOJIOJACKHU B HHTCPHCTC CTAHOBUTCA 6OJILHIC, 4 IIKOJIbBHUKHA
OJHH N3 CaMbIX aKTUBHBIX MOJIb30BaTeNICH PYHCTa. MG)KI[y TCM, IIOMHUMO
OTPOMHOI'O KOJIMYICCTBA BOSMO)KHOCTGﬁ, HHTCPHCT HCCCT U HpO6JICMI>I. OTta
IHaMsTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOINUTLCA B CCTH.

KomnbrorepHbie BUPYChI

KoMIbroTepHbIi BUPYC - 3TO PA3HOBHIHOCTh KOMITBIOTEPHBIX POTPaMM,
OTIMYUTETHHON OCOOCHHOCTHIO KOTOPOU SIBISIETCS] CIIOCOOHOCTH K Pa3MHOKEHHUIO.
B nononHeHue K 3ToMy, BUPYChl MOT'YT OBPEIUTH WU TOJHOCTHIO YHUUTOXHUTh
Bce (hailiibl ¥ JaHHBIE, TIOJKOHTPOJIbHBIE M0JIb30BATEIN0, OT UMEHU KOTOPOro Oblia
3alylIeHa 3apaXeHHas IporpamMmma, a TaKkKe MOBPEAUTh WIH JJaKEe YHUUTOXKHUTh
OIEPaIIMOHHYIO CUCTEMY CO BCeMU (aililaMu B 11e10M. B 6onbIIMHCTBE CiTydaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTo1b! 321U ThI OT BPEJIOHOCHBIX IPOrPAMM:

1. Mcrionb3yil COBpEMEHHBIE ONEPALOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. IlocTostHHO ycTaHaBIMBaW MayTH (LU(PPOBBIE 3aIJIATKH, KOTOPHIE
aBTOMATUYECKU YCTAHABIMBAIOTCA C LIETBIO JOPAOOTKU MTPOTrPaMMBbl) U APYTHE
OOHOBJICHHS CBOEH OmnepaluoHHON cucTeMbl. CKaunBail UX TOJBKO C
oduimansHoro caira pazpadorunka OC. Ecnu cyiecTByeT pexxum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTaii Ha cBoeM KOMIBIOTEpE TOJT TpaBaMu TMOJIb30BATENS, a HE
aJIMUHUCTPATOPA. ITO HE MO3BOJIUT OOIBIINHCTBY BPEAOHOCHBIX TPOTPAMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vcnionp3yil aHTUBHPYCHBIE IPOTPAMMHBIE IPOAYKThI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBIICHHEM 0a3;

5. Orpanuupb pU3NUECKUM JOCTYH K KOMIBIOTEPY 7151 TOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHKWE HOCUTENIN HH(OPMALINY, TaKue Kak (Jemika, JTUCK WiIn
(aiin U3 uHTEpHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (Pailyibl, MOTYyYEHHBIE U3 HEHAJAEKHBIX
MCTOYHUKOB. Jlaxke Te (aiiibl, KOTOpbIE MpUciail TBOW 3HAKOMBIH. Jlydiie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 370 He BuJ epeiaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIMIIh OPEH]I,
mapka. Eme B 1991 rony Hunmepianackas KOMIaHus 3aperucTpupoBaia OpeH
"WECA", uro o603Hauasno cioocouetanue "Wireless Fidelity", koTopsrii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.

Jlo Hamiero BpeMeHHU Jo1L1a apyras ab0peBuarypa, KoTopas siBIsieTcs TaKoH ke



TexHosiorue. Ito abobpeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO 1aHO C HAMEKOM
Ha CTaHJIapT BbIcIIel 3ByKoBo TexHuku Hi-Fi, uto B nmepeBojie 03Ha4aeT
"BBICOKAsi TOYHOCTD'".

Ja, OecrnaTHBIM MHTEPHET-A0CTYH B Kae, OTENSIX U adpoIopTax sSBIsSETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0J1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT,
gyT0 obmeaoctynHbeie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.

CoBeThlI 110 0€30IacHOCTH Pa0OThI B 00MIe0CTYHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro nuuHyto nHGopMaluio yepes oomenaoctymnusie Wi-Fi cetn.
PaGoTas B HUX, *KenaTeIbHO HE BBOAUTH MAPOJIH JIOCTYTIA, JOTUHBI M KAKHE-TO
HOMEDA;

2. Ucnonb3yit 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMBbI U Opanamayep. Tem cambiM
ThI 00€30MaCHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkmoun pynkuuto "OOmuit goctyn K daiiaam u
npuHTepam". JlanHast QyHKIMS 3aKphITA [0 YMOITYAHUIO, OJJHAKO HEKOTOPhIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHUs B paboTe min yuede;
4. He ucnionw3yit myonuunsiii WI-FI 1715 nepenayun TMUHBIX JaHHBIX, HATPUMED
JUIS1 BBIXOJ1a B COLIMAJIBHBIE CETH WJIHM B JIEKTPOHHYIO MOUTY;

5. Wcnonw3yii Tosibko 3amuineHHoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO "https://";

6. B moOusHOM Tenedone otkimoun Gynkuio "Tlogkmouenue k Wi-Fi
apTomMaTnuecku'. He momyckaii aBTOMaTHYECKOTO MOIKIIOUEHUS YCTPOUCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConmnaJjbHbIe CeTH.

ConnalibHBIC CETH aKTUBHO BXOJIAT B HAITY KU3Hb, MHOTHE JIIOJIU PA0OTAIOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJUTHAP.T YETOBEK,
YTO SBJSIETCS OJHOM CeabMOM BCEX JKUTEJICH I1aHeThl. MHOTHE MOJIh30BaTEIN HE
MMOHMMAIOT, YTO HH(pOpMAITUs, pa3MeIIeHHAs UMK B COITUATIBHBIX CETSIX, MOXKET
OBITH HaliZicHA U UCITOJIb30BaHa KEM YTrOJAHO, B TOM YHCIIC HE 005S3aTEIBHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMANIBHBIX CETSIX:

1. Orpanuub cucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJKHO OBITh CIIyYallHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBOr YacTHYIO *HU3Hb. He yka3biBaii maposu, TenedoHsl, aapeca,
JIaTy TBOETO POXKACHUS U APYTYIO JUUHYIO HHPOpMAITUIO. 3710YMBIIIIICHHUKU
MOT'YT UCTOJIb30BATh JIa)Ke MHPOPMAIIHIO O TOM, KaK Thl U TBOH POAUTEIN
IJIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amminai cBOO PEMyTaIHIo - IEPKH €€ B UUCTOTE U 3a7aBail cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI IPyTHE MOJIH30BATEIH BUACIIN, YTO ThI 3aTPy’Kaeiib?
[Tomxymaii, mpesx/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIUCATH U 3aTrPy3UTh;

4. Ecnu Tl TOBOPHIILIG C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peaNbHOE UMS U JPYTYIO JIMYHYIO HH()OPMAITUU: UM, MECTO KUTEITHLCTBA, MECTO




yueObl U TIpoUee;

5. N36erait pazmetenus ororpaduii B UHTepHETE, T11e ThI H300pakKeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEICITUTH TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B CONMATBLHON CETH HEOOXOAMMO HCTIOIh30BaTh CIOKHBIC
TIapOJIH, COCTOSIIINE U3 OYKB M U(P U C KOJINISCTBOM 3HAKOB HE MeHee §;

7. JInst connanbHOU CETH, MOYTHI M JPYTHX CANTOB HEOOXOMMO HCIOJIb30BaTh
pasHbie mapoiu. Toraa eciu Te0s B3JIOMAIOT, TO 3JI0YMBIIIUICHHUKH MTOJTydaT
JIOCTYT TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE 1eHbIH.

DNEeKTPOHHBIE JIEHBI'U - 3TO OYEHb YAOOHBIN CIIOCO0 TIaTeXel, OJTHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEKTPOHHBIE JEHBIH MOSBWINCH COBCEM HEJJABHO U UMEHHO HM3-3a 3TOT'0 BO
MHOTHX T'OCYyAapCTBax J0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHn (yHKIMOHUPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, e UX
pa3AeIsItoT Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHMMHBIE. Pa3Huna B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi IPOBOAUTH ONepanuu 6e3
uJeHTU(UKAIINY TT0JIH30BaTENsl, @ B HEAHOHUMHBIX UACHTU(UKALIMS TOJIH30BATEIIS
SBIISIETCS 00A3aTEIBHOM.

Takke ciaenyeT pa3nuyarh 3JIEKTPOHHbIE (PUATHBIE IEHBIU (PABHBI
roCyJIapCTBEHHBIM BaJlIOTaM) U JIEKTPOHHBIC HE()UATHBIC ICHBIU (HE PABHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHON pabOTe € 3AEKTPOHHBIMU JIEHbIAMU:

1. IlpuBsiku K cueTy MOOMIIBHBIN TenedoH. ITo caMblil yIOOHBIA U OBICTPBIA
crioco0 BOCCTaHOBUTH JAOCTYT K cueTy. [IpuBsizanHbIi TeneoH NOMOXKET, ecliu
3a0y/Ie1llb CBOM IJIATEXKHBINA APOJIh WK 3aiIeIIh Ha CAUT C HE3HAKOMOTO
YCTPOMCTBA;

2. Vcnonb3yit onHOpa3oBeie napoiu. [locne nepexoa Ha yCUIEHHYIO
aBTOpU3aLIMIO TeOE yKe He OYIeT yrpokaTh ONMACHOCTh KPa)Ku UK TiepexBaTa
IUIATEKHOTO MapOJIs;

3. BoiGepu cnoxxnbiit mapods. [Ipectynmuukam OyAeT He MPOCTO yrajaaTh CIOKHBIN
napoisib. HanexxHble maposu - 3TO Maposu, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB
Y BKJIFOYAIOT B C€0sI CTPOYHBIE U IIPOMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO
CUMBOJIOB, TaKH€ KaK 3HaK J0Ji1apa, (PyHTa, BOCKIMIATENbHBINA 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JINUHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIECIIb.

3ﬂeKTp0HHaﬂ mnmoydra.

DNEeKTPOHHAS TIOYTA - 3TO TEXHOJIOTHS U MIPEAOCTABISIEMbIE €10 YCIYTH MO
MEPECHUIKE U TTOJYYSHHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPBIE paCIpPEeICIIIIOTCS B
KOMIIbIOTEpHOU ceTH. OOBIYHO 3JICKTPOHHBIA IMOYTOBBIN SITUK BBITIISIAT



CIIeYIOIKM 00pa3oM: UMsI_TOJIb30BaTESI(@UMS_ToMeHa. Takxke KpoMe nepeaadn
MPOCTOT0 TEKCTA, UMEETCSI BO3MOXKHOCTh Mepe/laBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30IIaCHON PA0OTE C ISKTPOHHOU IMOYTOM:

1. Hamo BeIOpaTh paBUIIbHBIN IMOYTOBBIN CepBUC. B HHTEpHETE €CTh OIPOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUILIE JOBEPSITH TEM, KOTO
3HaCIIb U KTO MEPBBIM B PEUTHHTE;

2. He yka3biBaii B TMUHOM MouTe TUUHYyI0 nHGopManuio. Hanpumep, myurie
BbIOpaTh "My3bIKanbHbIN_(panat@" wim "pox2013" Bmecto "temal3";

3. Hcnonb3yil ABYX3TAMHYIO aBTOPU3AIMIO. DTO KOT/1a IOMUMO MapoJsi Hy>KHO
BBOJIUTH KOJI, IpUChUIaeMblil 1o SMS;

4. BeiOepu CIOXKHBIN Mapoiib. JIJIst KaXA0To MOYTOBOTO SIIHKA TOJKEH OBITh CBOM
HAJIC)KHBIM, YCTOWYHBBIN K B3JIOMY I1ApOJIb;

5. Ecnu ecTh BO3MOKHOCTD HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH
3Ty BO3MOXHOCTB;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. [IepBbIii 1711 4aCTHOM MEPENUCKU C
azpecaTaMu, KOTOPBIM Thl IOBEPSECIIb. JTO 3JIEKTPOHHBIN aJIpEC HE HAJO
UCII0JI30BATh NIPU PErUCTpaliui Ha (opyMax u cailTax;

7. He oTkpbIBail (aitsibl U ApyTrue BIOKEHHUS B TUChMAX, J1a)K€ €CJIM OHU TPUIILITU
OT TBOUX Jipy3ei. Jlydliie yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Hhaiiiibl;

8. Ilocne okoHYaHus pabOThI HA TOYTOBOM CEPBUCE MEPE 3aKPBITUEM BKIIAJIKH C
caiiToM He 3a0yJp HaXXaTh Ha "BeiidTu".

Ku0epOyniimHr wiid BUPTYyaibHOE U3/1eBaTe/IbCTBO.

KubepOyuuHr - npecineoBaHue COOOIIEHUSIMH, COAEPKALUMU OCKOPOIeHUS,
arpeccuio, 3alyruBaHue; XyJIUraHCTBO; COLIMATIbHOE OOMKOTUPOBAHUE C TIOMOIIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO 0Opb0E ¢ KUOESPOYIIITMHTOM:

1. He Opocatics B 60ii. JIydiunii crioco0: MOCOBETOBATHCS KaK ¢e0st BECTH U, €CIIU
HET TOT0, K KOMY MOKHO OOpaTUThCS, TO BHAUaJle YCIIOKOUThCA. Eciii Thl HaUHeIb
OTBEYaTh OCKOPOJICHUSAMU Ha OCKOPOJIEHUS, TO TOJIBKO €I11e OOJIBIIE PAa30KIKEITh
KOH(JIUKT;

2. Yupasnsii cBoei kuOeppenyTauuei;

3. AHOHUMHOCTH B ce€TH MHUMas. CylIeCTBYIOT CIOCOOBI BBIAICHUTh, KTO CTOMUT 32
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTu XyJIUTaHCKUN 00pa3 BUPTyalbHOU Ku3HU. UHTEpHET
(buKCUpYyeT BCE TBOM ICUCTBUS U COXPAHSIET UX. Y AJIUTh UX OyAeT KpailHe
3aTpyIHUTEIIBHO;

5. Cobnronait CBOIO BUPTYATbHYIO YECTh CMOJIOAY;

6. Urnopupyii ennHnyHbIN HeraTuB. OTHOPA30BbIE OCKOPOUTEIHHBIE COOOIIECHUS
Jydile urHOpupoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha HauajabHOM CTaauH;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B
COLIMAJIbHBIX CETAX €CTh BOZMOXKHOCTh OJIOKMPOBKU OTIPABKH COOOIICHUMN €




OMpEJICICHHBIX aJPECOB;
8. Ecnu I cBUeTENb KNOEPOYITMHTa. TBOM AEHCTBUSA: BHICTYIUThH POTUB
npeciieIoBaTes, MoKa3aTh EMy, YTO €ro JACUCTBUS OLICHUBAIOTCSI HETATUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOU HYKHA MICUXOJIOTHYECKas MOMOIIb, COOOUTUTh
B3pOCJIBIM O (haKTe arpecCUBHOTO MOBEICHUS B CETH.

MoouinbHbIi TeaedoH.

CoBpemenHble cMapTHOHBI U IJIAHIIETHI COAEPKAT B ceOe BIOJTHE B3POCIBIN
GyHKIIMOHAJ, ¥ TETIEPh OHU MOTYT KOHKYPHPOBATh CO CTAITMOHAPHBIMU
KoMItbroTepamu. OTHAKO, CPEICTB 3aAIUTHI TSI IOJOOHBIX YCTPONUCTB MTOKA OYCHb
Majio. TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX MPOUCXOJIUT HE TAK
WHTEHCUBHO, Kak 1y [1K, To ke camoe kacaeTcst 1 MOOMITBbHBIX TPHUITOKCHHM.
CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl Y)Ke MPaKTUUYSCKH JIOTHAIN HACTOJIbHBIC
aHaJIOTH, OJHAKO paciIupeHue PyHKIMoHaIa BJEUYET 32 CO00i OOJBIITYIO
CJI0’KHOCTb U MEHBIITYIO 3alUIIICHHOCTb.

Jlaneko He BCe MPOU3BOUTEIIN BBIITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIINE
KPUTHUYECKHE YA3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsi 0€30MaCHOCTH MOOUIBHOTO TeliedoHa:

1. Hudero He siBJISIETCS TTO-HACTOSIEMY OeCIIaTHBIM. Byib OCTOpOXKEH, Bellb
Korja Tebe nmpeasiaraloT O€CIUIaTHbIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TJIATHBIEC YCIIYTH;

2. Qymaii, npexzae ueM oTnpaBuTh SMS, hoTo unu Buaeo. Thl TOUHO 3HAEIIb, TE
OHM OYJyT B KOHEUHOM UTOTE?

3. HeoOxoaumo OOHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;

4. Vicnonbs3yit aHTUBUPYCHBIE IPOTPAMMBI JIJI1 MOOMIIBHBIX TeNe(hOHOB;

5. He 3arpy»xait mpujIoKeHUs1 OT HEU3BECTHOIO UCTOYHHUKA, BEJIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECTIICUCHHE;

6. [Tocne Toro Kax Thl BRIWJEIIH C CANTa, T/I€ BBOIWI JIMUYHYIO HH(OpMAIHIO,
3aiiIi B HACTPOUKHU Opay3epa u ynanu cookies;

7. Ilepuoguuecku MpoBEPsiv, KAKUE IJIATHBIE YCIIYT'H AKTUBUPOBAaHbI HA TBOEM
HOMEpE;

8. JlaBaii cBOIt HOMEp MOOMIJIBHOTO TesieOHa TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIh
1 KOMY JIOBEPSCIIIb;

9. Bluetooth momkeH ObITH BBIKIIOUEH, KOTJIa Thl UM HE TIoyib3yenibes. He 3a0biBaii
MHOTJIa POBEPSTH ITO.

Online urpsi.

CoBpeMeHHbIE OHJIAH-UTPHI - TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,
OOBEUHSIONINE COTHH THICSY YEJIOBEK 10 BceMy Mupy. Urpoku uccieayroT
JTAHHBIN UM MHp, OOIIAIOTCS IPYT C IPYTOM, BBITIOTHSIOT 3a/IaHHUs, CPAKAIOTCS C
MOHCTpPAaMH U TOTYYalOT OTBIT. 32 YAOBOJBLCTBUE OHU IUIATST: MOKYIAIOT JIUCK,
OTIAYMBAIOT A00OHEMEHT WJIM MMPUOOPETAIOT KaKKe-TO OMIIUU.



Bce 3Tu cpenctBa uayT Ha noJiiepKaHUE U PA3BUTHE UTPhL, a TAKKE HA caMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3AIMH, BHIITYCKAIOTCSI HOBBIE
naTyu (Hu@poBbIe 3aIIaTKU sl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nogo0HBIX Urpax CTOUT OMacaThCsA HE CTOJILKO CBOUX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIMU OOJILIITUHCTBA
urp.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH TBOETO UTPOBOr0 aKKAYHTA:

1. Ecniu npyro#t urpok BeaeT cedsl MI0X0 WU COo3/1aeT Te0e HeNPUITHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. [oxany¥ica aiMUHUCTPATOPAM UTPHI HA IJI0X0E MOBEICHHUE 3TOI0 UIPOKA,
YKEJIATEJIbHO NIPUJIOKUATHh KAKHE-TO J1I0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaii muuHy10 HHGOpMaIUIo B podaiiie Urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIMaibHbIe MaTYU U MO/IbI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE APOJIH;

7. JJaxxe BO BpeMs UI'pbl HE CTOUT OTKJII0YaTh aHTUBUpPYC. [10Ka ThI urpaeus, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUIIHHT WA Kpaika JIMYHbIX JaHHbIX.

OOBIYHON KpaXKkeil IEeHEeT U IOKYMEHTOB CErOJIHS YK€ HUKOTO HE YAUBUIIb, HO C
pPa3BUTHEM MHTEPHET-TEXHOJIOTUN 3JI0YMBINUICHHUKN TEPEMECTHIIMCH B UHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMAThCS "'MIOOUMBIM" 1€TTOM.

Tak nosiBUJIaCh HOBasl yrpo3a: MHTEPHET-MOILIEHHUYECTBA WU (PUILIMHT, TJIaBHAS
1[€J1b KOTOPOTO COCTOUT B MOJIYYEHUH KOHPUIECHIMATBHBIX JAHHBIX
MOJIb30BATEJNICH - TOTUHOB M Maposeil. Ha anrnuiickom si3pike phishing unraercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapob).

OCHOBHBIE COBETHI IO 0OPHOE ¢ HUITUHTOM:

1. Cnienu 3a cBouM akkayHTOM. Eciu Thl oj103peBaeiiib, 4TO TBOSI aHKETa ObliIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIIUTh aIMUHUCTpATOPaM
pecypca 00 3TOM KakK MOKHO CKOpEE;

2. Vcnonb3yit 6e30macHbie BeO-CaliThl, B TOM YHCJI€, UHTEPHET-Mara3uHoB U
MTOUCKOBBIX CUCTEM;

3. Mcnonb3yii CiioXKHbBIE U pa3Hble Mapoiu. Takum oOpa3om, eciid Te0s B3JIOMAIOT,
TO 3JIOYMBIIIJICHHUKY MOTYy4YaT JOCTYH TOJbKO K OJTHOMY TBOEMY NMPODUIIIO B CETH,
a He KO BCEM;

4. Ecnu Te0s1 B3OMaNH, TO HEOOXOJMMO MPEIyHPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T00aBIEHBI y T€OS B IPY3bSIX, O TOM, UTO T€Os B3JIOMAJIK U, BO3MOXKHO,
OT TBOETO UMEHHM OYy/IE€T PaCChUIATHCA CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. YcranoBu Haaexubid napoas (PIN) Ha MOOWIBHBIN TEIE(OH;

6. OTKIIIOYM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbIBaii (aityibl U ApyTrue BIOKEHHUS B TUCHMAX, Ta)Ke €CJIM OHU TIPHIILITN
OT TBOMX Jpy3el. JIyule yTouHu y HUX, OTIIPABJIsUIM I OHU TeOe 3Tu (ailibl.




u¢pposas penyranus.

[Mudposast penmyTranus - 3T0 HEraTUBHAsI UM MO3UTHBHAS HH(OPMALIUS B CETH O
tebe. Kommpomerupyromias nHpopmarus, pa3MelueHHasi B UHTEPHETE, MOYKET
CEpbE3HBIM 00PAa30M OTPA3UTHCA HA TBOEH peanbHO ku3HU. "Ludposas
penyranus" - 3TO TBOM UMUK, KOTOPBINA (hopMupyeTcs u3 nHpopManuu o Tede B
UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTU
XapakTepa 1 paccKasbl 0 OJM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue noApOoCTKH JIETKOMBICICHHO OTHOCSITCS K MMyOJIMKAIIMK JTMYHOM
uHpopMaiuu B lHTepHeTe, He MOHUMast BOBMOXKHBIX MOCIEACTBUI. ThI 1axe He
CMOJKEIITb JOTafaThCsl O TOM, 4TO oTorpadus, pasMerieHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKa3a NPUHATH TeOsI Ha paldoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u qpyrue JeiMcTBUsI MOTYT HeE
MCYE3HYTh JIAKE MOCIIE TOTO, KaK Thl X YAAINIIb. ThI HE 3HACIIb, KTO COXPaHUII
3Ty UH(GOpPMAIUIO, TI0Taja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHUJIACh JIU OHA, a
IJIABHOE: UTO MOAYMAIOT O TeOe OKPY KAIOLIUE JIFOIU, KOTOPhIE HAUTYT U YBUISAT
3T10. Hailtn nHopmalinio MHOTO JIET CIIyCTSI CMOKET JIF000H - Kak U3 100phIX
noOyKJI€HUH, TaK U ¢ HAMEPEHUEM IPUYUHUTD Bpel. DTO MOXKET ObITh KTO

YTOJTHO.

OCHOBHBIE COBETHI IO 3aIIUTE HU(POBOHN penyTanuu:

1. Ilogymaii, mpexzie 4eM 4To-To IMyOJIMKOBATh U MepeiaBaTh y ceOs B 0Jiore Wi B
COIIMAJIbHOM CETH;

2. B nactpoiikax npoduiis yCTaHOBU OTPaHUYEHHUSI HA IPOCMOTP TBOETO MPOoduis
U €ro COJEPKUMOTO0, CAeIall ero ToiabKo "mis apy3en";

3. He pa3mMemnaii u He yka3biBail HH(OPMAITUIO, KOTOPAst MOXKET KOTO-TH00
OCKOPOJIATH MIIH OOMKATh.

ABTOpCKOE pasBo.

CoBpeMeHHbIE IIKOJIbHUKY - aKTUBHBIE MOJIb30BaTENN HU(PPOBOTO NPOCTPAHCTBA.
OpHako 1aneKko He BCe 3HAIOT, YTO MOJb30BAaHUE MHOTUMHU BO3MOYKHOCTSIMU
nurdpoBoro mupa TpedyeT CoOMI0ICHUS PAB HA UHTEIJIEKTYaJbHYIO
COOCTBEHHOCTb.

TepmuH "HHTENIEKTyalIbHAsI COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAaUMHAsI C HOBBIX M300PETEHUH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOJYKTHI M YCIYTH, M 3aKaHUMBasi KHUTaMu, poTorpadusmu,
KUHO(QUIbMAMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKHeE IpaBa - 3TO MpaBa Ha UHTEUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEIECHUS HAYKH, JINTEPATYPbl U HCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
Ka4yeCTBE TapaHTUU TOTO, YTO MHTEIIEKTYaJIbHbIA/TBOPUECKUN TPY aBTOpa HE
OyZAeT HampacHbIM, JaCT €My CIpaBeJIMBbIE BO3MOKHOCTH 3apadoTaTh Ha
pe3yJpTaTax CBOEro Tpy/ia, MOJYyYUTh U3BECTHOCTD U Npu3HaHue. Hukro 0e3



pa3penIeHns aBTOpa HE MOXKET BOCHPOU3BOAUTH €TI0 TPOU3BEICHHUE,
pacnpocTpaHsTh, MyOJIMYHO IEMOHCTPUPOBATH, IPOJAABaTh, UMIIOPTUPOBATH,
MyCKaTh B IIPOKAT, IMMyOJMYHO WCIIOIHATD, IOKA3bIBATH/UCIIOIHAT B 3pUpe WK
pa3Memiats B IHTEepHETE.

Hcnonb3oBanue "myupaTcKoro” mporpaMMHOI0 00ECIIeUeHHsI MOYKET MPUBECTU K
MHOTUM PUCKaM: OT OTEPU JIaHHBIX K TBOMM aKKayHTaM J0 OJJOKMPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAaHOBJICHA HeJleralibHas porpamMma. He ctout takke
3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHBIE U OECIIaTHBIE TPOTPaMMBbI, KOTOPbHIE
MO’KHO HAaWTH B CETH.

O nopraure.

CeTteBUYOK.p( - TBOU IIIaBHBIN COBETUHK B CETH. 37€Ch ThI MOXKEIIHh Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM U JIOCTYITHBIM SI3bIKOM, & TIPU BO3HUKHOBEHHUH
KPUTUYECKON CUTYyallul OOPAaTUTHCS 32 COBETOM. A Tak)Ke MPUHSTH y4acTHUE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



